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A

/*Init certificate structure*/
mbedtls_x509 crt_init( &clicert );

[REFRE—MIE

/*setup pem certificate as input*/ i ==
ret = mbedtls_x509 crt_parse( &clicert, (const unsigned char *) xxx_crt, :E’XXX—Crt ! ﬁ'ﬁg;j
sizeof(xxx_crt) ); ﬁ}fﬁmbedTLS%q:

ieti-1 T ELeRHES

{
printf("failed\n");
return( ret );

}

/*print out certificate information®/
mbedtls x509 crt_info( buf, sizeof( buf) - 1, ", &clicert );
printf( "%s", buf );
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#define SFU_PROTECT_MPU_AREA_USER_EXEC
MPU_INSTRUCTION_ACCESS_DISABLE

#define SFU_PROTECT_MPU_AREA_PERIPH_EXEC
MPU_INSTRUCTION_ACCESS_DISABLE
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HAMPUECE

static SFU_MPU_ InitTypeDef MpuAreas|] =

{
{MPU_REGION_NUMBERO,,,, SFU PROTECT_MPU_AREA USER_PERM,

SFU_PROTECT_MPU_AREA USER_EXEC, SFU_PROTECT_MPU_AREA USER_SREG},
{MPU_REGION_NUMBERT1,,, SFU PROTECT _MPU_AREA SFUEN_PERM,

SFU_PROTECT_MPU_AREA SFUEN_EXEC, SFU_PROTECT_MPU_AREA_SFUEN_SREG_0},
{MPU_REGION_NUMBER2,,, SFU_PROTECT_MPU_AREA_ SFUEN_PERM,

SFU_PROTECT _MPU_AREA SFUEN_EXEC, SFU PROTECT _MPU_AREA SFUEN_SREG_ 1},
{MPU_REGION_NUMBERS,,, SFU_PROTECT _MPU_AREA _VECT_PERM,

SFU_PROTECT_MPU_AREA VECT_EXEC, SFU_PROTECT_MPU_AREA VECT_SREG},
{MPU_REGION_NUMBER4,,, SFU_PROTECT_MPU_AREA OB_BANK1_PERM,

SFU _PROTECT _MPU_AREA OB BANK1_EXEC, SFU PROTECT _MPU_AREA OB BANK1_SREG],
{MPU_REGION_NUMBER5,,, SFU_PROTECT _MPU_AREA SRAM_PERM,

SFU_PROTECT_MPU_AREA SRAM EXEC, SFU PROTECT _MPU_AREA SRAM_SREG],
{MPU_REGION_NUMBER®6,,, SFU_PROTECT_MPU_AREA_PERIPH_PERM,

SFU PROTECT _MPU_AREA PERIPH_EXEC, SFU_PROTECT_MPU_AREA_PERIPH_SREG}
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- HNFirewall BN Xl
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* DMAFREEIA)SZ{RIP X 13
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HRIFG K IEECE

FWALL _InitStruct. CodeSegmentStartAddress = SFU_PROTECT_FWALL_CODE_ADDR_START;

FWALL_InitStruct. CodeSegmentLength = SFU PROTECT _FWALL CODE_SIZE;
FWALL _InitStruct.NonVDataSegmentStartAddress = SFU _PROTECT_FWALL_NVDATA_ADDR_START;
FWALL_InitStruct.NonVDataSegmentLength = SFU_PROTECT_FWALL _NVDATA SIZE;

FWALL _InitStruct.VDataSegmentStartAddress = SFU_PROTECT_FWALL _VDATA ADDR_START;

FWALL InitStruct.VDataSegmentLength = SFU_PROTECT_FWALL VDATA SIZE;
FWALL InitStruct.VolatileDataExecution = FIREWALL_VOLATILEDATA NOT_EXECUTABLE;
FWALL InitStruct.VolatileDataShared = FIREWALL_VOLATILEDATA NOT_SHARED;
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Secure User Memory

+ UBEER—/E A\

BHEBERTT, FHLANE
SFIPTAERIST, AaEpkS
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FFFlash
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STM32 96{i:Unique ID

- STIiRE
o ME—
« ESFARREE

- Unique IDEJAEFZ1NAE
- FRSETEE—FYIS
« ERFJUNREBRIRENZESINEER ASRTE M
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« uint32_t HAL GetUIDwO(void);
* uint32_t HAL_GetUIDw1 (void);

- uint32_t HAL GetUIDw2(void);
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- RTC

- xxEFEEFT, FBSRAM
« JRTC/ERHIIHIZ 32kHzE R

- —HEER ERNRINES S

« ERN RS HPANEERARTCEES
725(SRAM)

. FEE R
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Backup Domain

Backup Domain

_____________________________

Anti-tamper
Switches

RTC_TAMP1
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RTC_TAMP2
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RTC_TAMP3
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Optional
filtering
capacitors

RTC
xx Register Bytes
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______________________________
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More pins
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- JTAGZ ZERVim 45 SEE &I (ERYER

- {RIFfEHE
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- AIRERREIRIESL, LARMR BRI -
- NRREBRHTENER
« UART, SPI, I12C, USB, etc
« HEEXIEARESHRYIAIE)
W FRMERTERRE SRR
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T BRI OTLEE, WAESIS
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STM32 MCU JINZZZE

- BE—RIFMREIEASLI, riz{TERTERSTM32 MCUIRE L
- EETHSCIINERE, a8 SN —E8o & ERIREESCI
« BUALLBFREGRI S TR
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STM32 MCU fINZZEE

- STM32 JNZ3FE V3.1.093 ka3
« STM32 E{4HINZZEV3.1.0
« HTFSTM32 CubeZEfy
. ZIFFRIESTM32K%

o STEETEGSCIN, TR EINE ll‘iﬁlgj(d\

- LIBTRRBEELTVRE, BITAPIER G H/)\

o BRI KNVDIEE RTE=EsR
. FF&TE: EWARM, MDK-ARM and GCC (Atollic)* O]

« STM32 B4 NMEIIZEEV3.1.0
EHTFSTM32 CubeZaty
. ﬁhﬁﬁﬁ*&*@#ﬂn@ﬂ’JSTMsz%ﬁU
o EEMGSCIIENE ESTFRAINR. o m@esusEiEssHal ke
- LIBWIBESVRM, BIZAPIEA
&7 o TS AVEE
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STM32 X-CUBE-CryptoLib V3.1.0
FITSZ3 VS

B

- STM32 X-CUBE-CryptoLib V3.1.0
DES, 3DES with ECB and CBC
- AES with ECB, CBC, OFB, CCM, GCM, CMAC, KEY wrap, XTS
. 47 : MD5, SHA-1, SHA-224, SHA-256, SHA-384, SHA-512
- Hfth : ARC4, ChaCha20, Poly1305, Chacha20-Poly1305
- RSA PKCS#1v1.5FERIEE
- ECC Z5R4Rk, =3k, LAKRECDSA + ED25519F1Curve 25519
« CAVP FIPS certified

- TLSEZISMBZRE, (BRBIZAE
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- It8n=P*Q

- IHEG=(P-1)*(Q-1)

- EEEENeHE1<e< GHgcd(e, O)=1
- IEd HE 1<d< @, B e.d =1 (mod @)
- RE(n, e.d)
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STM32 AES JIEEE mem

« BRASCINRYAESTINRRS, SIFIVERINIREEEE
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STM32 Hashjili®ss

e« IFSHA1,SHA2 & MD5ELLAYRE{ANMERSTH]

© SUFFTIAIR

. ﬁj:%:DMA SHA-1, SHA-224
NG P\ lz%.-:

- AECPURE
- BRIFE

g
FIPS Pub 180-2

FEHashtE(SHA-1*, SHA-224, SHA-256)
IETF RFC 1321 (MD5*)
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